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Cl.1
Koordinator institucionalni odolnosti

V zdjmu soustavného udriovdni vysoké miry instituciondlni odolnosti Ustavu biologie
M

obratlovcl AV CR, v.v.i. (dale jen ,pracoviité”) proti vlivovému plsobeni cizi moci se na
pracovisti zfizuje pozice koordinatora institucionalni odolnosti.

Koordinator institucionalni odolnosti:
a) spolupracuje s manazerem institucionalni odolnosti z Kancelafe AV CR,

b) pfijima od zaméstnancl hlaseni o pokusech o uplatiiovani vlivu cizi moci nebo poruseni
predpisti tykajicich se mezinarodnich kontrolnich a sankcnich rezimG (dale jen
,bezpec€nostni incidenty”),

c) poskytuje zaméstnanclim konzultace a poradenstvi v této oblasti,

d) provadi identifikaci vyzkumnych tymuQ, projektl, pfistroji, zafizeni a technologii
z pohledu rizika potencialniho naruseni institucionalni odolnosti.

Cl.2
Povinnosti zaméstnancti a studenti
Zameéstnanci a studenti vyskytujici se na pracovisti jsou povinni:

a) chovat se tak, aby nedochazelo k moznostem uplatriovat vliv cizi moci na pracovisti a
aby nedochazelo k porusovani predpist tykajicich se mezinarodnich kontrolnich a
sankénich rezima,

b) bez zbytecného odkladu hlasit bezpecnostni incidenty,

c) pred uzavienim smluvniho vztahu s externim partnerem provéfit rizika spoluprace s
pfislusnou smluvni stranou,

d) absolvovat skoleni tykajici se institucionalni odolnosti, zpravidla spolec¢né se Skolenim
bezpecnosti a ochrany zdravi pfi praci a poZarni ochrany, a pravidelné skoleni
obnovovat. Vybrani zaméstnanci, ktefi by zejména s ohledem na vedouci funkce nebo
védni obor, ve kterém plsobi, mohli byt cilem vlivového plsobeni
s vyssi pravdépodobnosti, absolvuji Skoleni v rozSifeném rozsahu; studenti jsou povinni
absolvovat skoleni tykajici se instituciondlni odolnosti, pokud o tom rozhodne
koordinator institucionalni odolnosti.

Poruseni povinnosti podle odst. 1 je povazovano za zdvazné poruseni povinnosti vyplyvajicich z
pravnich predpis vztahujicich se k zaméstnancem vykonavané praci ve smyslu § 52 pism. g)
zakoniku prace.




C.3
Hlaseni bezpecnostnich incidentd

(1) Bezpecnostni incidenty jsou hlaseny koordinatorovi institucionalni odolnosti bez zbyte¢ného
odkladu.

(2)  Koordinator instituciondlni odolnosti v dobé pfimérené okolnostem a zavaZnosti obsahu
hlaseni vyhodnoti, poskytne ohlasovateli zpétnou vazbu, informuje rteditele pracovisté
a doporuci dalsi postup.

Cl. 4
Hodnoceni rizik u partneri (due diligence)

Pfed uzavienim smluvniho vztahu s externim partnerem jsou zaméstnanci odpovédni
za pripravu takové smlouvy povinni vyhodnotit rizika spoluprdce s druhou smluvni stranou
(z hlediska mozinosti rizika poskozeni dobrého jména pracovisté, AV CR nebo zapojenych
zaméstnanc(, uplatnéni vlivu cizi moci, poruseni omezeni vyplyvajicich z mezinarodnich kontrolnich a
sankcnich reziml nebo kradeZe dusevniho vlastnictvi). V pfipadé takového rizika, je zaméstnanec
povinen se obratit na koordinatora institucionalni odolnosti.

Cl.5
Publicita a krizova komunikace
Jakékoli zpravy pro tisk a verejna prohlaseni navrhovana k vefejnému sdéleni pracovisté tykajici se

institucionalni odolnosti musi byt konzultovana s koordinatorem institucionadlni odolnosti a
odsouhlasena feditelem pracovisté.

Cl.6
U¢innost

Tento interni predpis nabyva ucéinnosti dnem 1.2.2023
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Art. 1
Institutional Resilience Coordinator

In the interests of systemic maintenance of a high degree of institutional resilience at Institute
of Vertebrate Biology Czech Academy of Sciences (hereinafter the “institute”) against the
influence of a foreign power at the institute, the position of an institutional resilience
coordinator is established at the institute.

The institutional resilience coordinator:
cooperates with the institutional resilience manager at the CAS Head Office,

receives reports from employees about attempts to exercise the influence of
a foreign power or a breach of regulations concerning international control and sanction
regimes (hereinafter “security incidents”),

provides employees with consultations and advice in this area,

identifies research teams, projects, devices, equipment and technology from
the viewpoint of the risk of potential interference with institutional resilience.

Art. 2
Employee and Student Duties
Employees and students at the institute are obliged to:

a) behave in such a manner that there is no chance of a foreign power exercising influence
at the institute and so that there are no breaches of regulations concerning international
control and sanctions regimes,

b) report security incidents without undue delay,

c) before the conclusion of a contract with an external partner, check the risks
of cooperation with the relevant contracting party,

d) undergo training concerning institutional resilience, usually together with training on
occupational health and safety, as well as fire protection, and regularly renew their
training. Selected employees who, in particular with regard to their managerial position
or the scientific field in which they work, have a higher probability of being the target of
influence undergo training to an expanded extent; students are obliged to undergo
training on institutional resilience, if the institutional resilience coordinator so decides.

A breach of duties pursuant to para. 1 is regarded as a serious breach of duties resulting from
legal regulations applying to work done by an employee within the meaning
of Section 52(g) of the Labour Code.

Art. 3
Reporting Security Incidents
Security incidents are reported to the institutional resilience coordinator without undue delay.

The institutional resilience coordinator, within a reasonable period given the circumstances
and seriousness of the content, will assess the report, provide the reporter with feedback,
inform the institute director and recommend how to proceed.



Art. 4
Evaluation of Partner Risks (Due Diligence)

Before the conclusion of a contractual relationship with an external partner, employees responsible
for the preparation of a contract are obliged to assess the risks of cooperation with the other
contracting party (from the viewpoint of the risk of damage to the good name of the institute, the
CAS or involved employees, the exercise of influence by a foreign power, a breach of restrictions
resulting from international control and sanctions regimes or the theft of intellectual property). In
the event of such risk, an employee is obliged to contact the institutional resilience coordinator.

Art. 5
Publicity and Crisis Communications

Any news for the press and public declarations proposed for public communication of the institute
concerning institutional resilience must be consulted with the institutional resilience coordinator and
approved by the institute director.

Art. 6
Effect

This internal regulation comes into effect on 1.2.2023

Doc. Mgr. Jan Zukal, Dr., MBA

Director
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